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Executive Summary

Offering

Week-
Long person

The Offering The IHS Jane’s /
Reuser’s Information Services
(RIS) team have developed an
up to week-long OSINT
Methods and Techniques
training course for
commercial and government
intelligence analysts

Timing: The course will be
held several times over the
course of 2010. Our initial
courses will be held:

0 Washington, DC:1-5
February

0 London, UK: 8 - 12
February

Instructors The Jane’s / RIS
design and instruction team
includes highly experienced
OSINT professionals from
across IHS Jane’s as well as
Arno Reuser, who has over 30
years of experience in OSINT
research and analysis;

Pricing

Private Government
Sector Cost

Cost
£1,875 / £1,565

person

Course
(5-days)

Group rates are available

INTRODUCTION

Jane’s Strategic Advisory Services (JSAS), the consultancy
division of IHS Jane’s, and Reuser’s Information Services (RIS)
are pleased to provide this course description of our open
source intelligence (OSINT) collection and analysis training
workshop.

The IHS Jane’s / RIS team brings extensive combined
corporate and personal expertise in open source intelligence
collection, analysis and training. With over 110 years of
experience in the provision of open source intelligence and
analysis, IHS Jane’s has developed a global reputation for
impartial and comprehensive analysis and unmatched
collection capabilities. RIS is focused solely on the provision of
OSINT training solutions for both government and private
sector analysts.

Our team has worked together to design and deliver OSINT
Methods and Techniques courses over the last year and has
worked to refine the course content and exercises on a
regular basis in order to provide a week-long open source
research and analysis training course designed to assist
intelligence analysts and researchers perform the following
core tasks:

Deconstruct analytical problems

Devise collection plans to answer these problems
Identify and access key sources

Assess and analyze various streams of information
Understand and assess source bias

Synthesize information and insight from varied sources
Produce open source intelligence products

X X X X X X X

The initial round of delivery of the IHS Jane’s / RIS Open
Source Methods and Techniques training course for 2010 is
scheduled as follows:

%X Washington, DC: 1 -5 February, 2010
X London, UK: 8 — 12 February, 2010

IHS Jane’s / RIS plan on holding subsequent OSINT methods
and techniques courses on a quarterly basis in other locations
globally. For more information on future workshops, please
contact Tate Nurkin via email. tate.nurkin@ihsjanes.com
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DISCRIMINATORS OF THE IHS JANE’S / RIS OSINT TRAINING TEAM

Key Personnel: Our team consists of highly-respected open source intelligence professionals

For example, Mr. Arno Reuser has over 30 years of experience in information handling and

processing, including founding the Open Source Intelligence Unit of the Dutch Defence

Intelligence and Security Service and still heads this organization today. Mr. Tim Pippard, an

Associate with IHS Jane’s, is the former Managing Editor of W Y S Q& ¢ SNNRENRAY |y
Centre where he was responsible for refining taxonomies for and vetting and providing open

source intelligence and analysis on a daily basis to Jane’s leading terrorism and insurgency

focused resource. All team members not only possess experience performing open source

resource and analysis, but also are experienced facilitators and open source intelligence

trainers.

Corporate Experience: In addition to the core team of five experienced course designers
and trainers, the IHS Jane’s / RIS also integrates the depth and breadth of expertise on open
source intelligence collection and analysis and data and text mining resident across IHS
Jane’s and the broader IHS organization, including other research and insight businesses,
such as IHS Global Insight, IHS CERA and IHS Lloyd’s Register Fairplay. The IHS Jane’s / RIS
team will bring the array of technical and subject matter expertise to bear to ensure that
our course takes into account a wide range of open source methods, techniques and tools
relevant to researchers and analysts in multiple domains.

Interactive Course Designs: The IHS Jane’s / RIS team has designed a series of instruction
modules that combine dynamic lectures with interactive exercises. By combining traditional,
but energetic, instruction with interactive exercises, the IHS Jane’s / RIS team courses will
provide participants with insight on best practices as well as opportunities to apply key
course lessons in a practical setting that could plausibly replicate professional activities.
These courses are designed to combine theory and practice in order to make researchers
and analysts more effective in their day-to-day operations.

Successful History of Working Together: IHS Jane’s and RIS have a history of successfully
teaming to provide training courses. For example, since April of 2009, Reuser and IHS Jane’s
have jointly developed and delivered two (2) two-week training courses on open source
collection methods and techniques with a third iteration of the course due to be delivered in
late November of 2009. Through this experience and other experiences working together on
open source intelligence training issues, IHS Jane’s and RIS have developed the professional
protocols, understandings and relationships necessary for successful delivery of any OSINT
training course.
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COURSE AiMS AND OBJECTIVES

The OSINT Methods and Techniques course provides a modularized approach to identifying
overarching methods, best practices, considerations, challenges and tools available to open
source researchers and intelligence analysts.

Our goal is to provide course participants with the OSINT knowledge and capabilities that
they can immediately apply in their working environments. By the end of the course all
students will be able to analyze the question or information problem at hand, discuss types
of questions and create a defined search plan to enable them to effectively find the
information they need. In doing so, participants will gain grounding in open source research
that will include the following elements:

e Understanding of the Internet — what it is, what it is not, important services, search
tools and technologies.

How to “safe search”

Understanding/deconstructing the problem and constructing the research question
Understanding and managing sources

Understanding formats (audio, maps, video, film, satellite imagery etc and
harnessing technologies

The ‘Deep web’

e Evaluation and validation of information

The IHS Jane’s / RIS courses will feature e a combination of course instruction on OSINT
theory and implementation with highly focused individual, group and class exercises
designed to highlight the practical utility and application of key lesson themes. The course
will be predominantly practical in nature, with theoretical discussions designed to support
practical exercises.

COURSE OUTLINE

IHS Jane’s / RIS team utilizes a “modular” approach that allows for concentrated instruction
on a specific subject matter or topic area in roughly 50-minute sessions. The course outline
below describes seven broad components of the course, each of which consists of several
individual modules. The course runs for a total of five (5) days.

Welcome and Introduction

The course begins with a welcome and kick-off, including introductory comments from the
instructors focused on their backgrounds and areas of expertise as well as expectations for
the course. This initial module will also begin the process of team-building, which is
important to the overall success of the course. Instructors will layout the objectives and
agenda for the remaining modules and also establish “housekeeping” rules, such as timing
of coffee breaks; lunches; cell phone use; and an initial technical test establishing that all
technical equipment is operational.
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Component 1: Question Analysis and Search
Preparation
This component covers the following elements:

e Question Analysis — Understanding the
Information Requirement

e Search Strategies — Creating a Collection
Plan

e Information Management - Building a
Sourcebook

Component 1 will begin with training on
understanding and  deconstructing  complex
questions or requests for information (RFls) that will
subsequently enable analysts to define the types of
information required to respond to such requests
effectively.

From this follows an explanation of how to build a
collection plan that will be the administrative tool
driving the execution of a search. Participants will
be shown how the use of a collection plan can
enable more tightly-focused and efficient research.
As part of learning how to design a collection plan,
analysts will also learn how to carry out a semantic
analysis of the requirement, which will allow them
to improve the quality and efficiency of their
information search.

About OSINT: An Introduction

Background onthe Internet

Designinga Collection Plan

On Sources: Where to Search

Practical Understanding of the Requirement

Structuring Queries

Source Evaluation

Search Strategy

Advanced Searching

Summary

*ATABO 1T 2)38 -AOET Al
Course provides instruction in a wide range
of research and analysis best practices, each
building upon the other to ensur e enhanced
effectiveness of open source researchers and
analysts

Participants will then be shown a simple method of creating sourcebooks using HTML files
to create an easily transferable search history that will help them organize and retrieve the
information they collect, along with relevant notes, comments and links to websites.

Overall, Component 1 will provide participants with: (1) a straightforward method for
planning information searches; (2) the tools to improve search processes; and (3) the means
to effectively manage the information they retrieve. This systematic approach will enable
analysts to produce a most complete answer to questions and Rfls possible.

Component 2: Basic Information Collection
This component covers the following elements:

e Understanding the Internet—b | {i dzZNJ5

2T UKS LYGSNysSis

¢ Internet Search Techniques — Search Engine Selection, Search Syntax,
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In Component 2 participants will be taught how the internet functions, which will include a
description of the technology that underpins internet along with an explanation of how
information is stored and retrieved.

Analysts will also see a comparison of commonly used web browsers and search engines,
which will highlight their relative strengths and weaknesses. The structure of queries will be
explained to participants and the manner of expanding a natural language query into
appropriate keywords covering abbreviations, region spelling variations, plurals, historic
terms, slang, and nicknames will be explored. Participants will be introduced to the
“Semantic Table of Ten”, ten laws to consider when formulating a search query.

This will lead to an explanation of basic information searching and retrieval, which will
highlight how results are influenced by the use of various search terminology. Boolean logic
lies at the heart of smart searching, and a basic understanding of this is essential for fully
exploiting internet search engines.

By the end of Component 2, participants will have an increased understanding and
awareness of how to locate the information for which they are looking, which will enable
them to search more effectively for information on the internet, saving time and improving
the quality of their results. They will also have learned to widen their search horizons and to
use a variety of search engines, depending on the type of information for which they are
searching.

Component 3: Advanced Internet Searching
This component covers the following elements:

e Search Strategies — Building Blocks, Successive Fractions, Citation Pearl Growing &
Snowballing, Best Match, Improving Search Results

In Component 3 participants will learn several techniques that will allow them to narrow
down their search results in order to retrieve the most relevant and useful information. This
will take the form of a briefing on the iterative nature of successful searches showing that to
effectively retrieve answers to a query, a number of separate queries should be run. This
will address the problems posed by initial failings in search result sets, highlighting
techniques to increase the number of relevant results if recall is too low, and conversely to
refine the number downwards if the initial result set is initially too large to be managed.
This session will encompass techniques and methods to improve search results, discussing
why certain strategies might fail and ways to prevent this.

The quality of search results is measured according to their levels of recall, precision,
completeness, and specificity. The skill of analyzing search results enables open source
researchers to see how the quality of their results can be improved and the strategies
taught in Component 3 will help participants to understand how this process can be applied
in practical scenarios.
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The strategies described in Component 3 will provide course participants with a more in-
depth systematic approach to analyzing their search results and with specific methods for
improving or increasing those results. This will enable them to improve the quality of
information they have available to answer any open source research query.

Component 4: Further Information Collection
This component covers the following elements:

e Specialist Resources — Libraries, Bibliographies, Internet Directories, Listserv,
Specialist Information Providers

e Alternative Sources — Blogs, Discussion Forums, Twitter, Message Boards

e The‘DeepWeb’'-CAYRAY3I WI ARRSYQ LYFT2NXIGAZ2Y

e Multimedia Content — Audio, Video, Maps, Satellite Imagery

Component 4 builds upon the knowledge and skills acquired in Components 1 to 3 to
provide participants with an additional level of source awareness that can be utilized when
looking for more in-depth or specialist information that is difficult to find in general open
sources. This will allow for a more complete search for information that is relevant to their
specific question and enable production of more advanced reports in response to requests
for open source information that can include more than simple text content, given that as
little as 20% of information found on the internet is estimated to be stored in text format.

Component 4 will include includes a discussion of the significance of different types of
multimedia content (audio, video, maps, satellite imagery etc) and participants will be
shown how to locate useful multimedia information that can inform their research further
and provide them with useful additional material to add to their final report. It also will
include instruction on accessing alternative sources—blogs, twitter, etc—and the ‘Deep
Web’, the estimated 80% of internet content that is not recorded in traditional search
engine records.

By the end of Component 4 participants will have an understanding of how information is
organized worldwide, looking at printed sources, specialist sources, and general internet
sources. This will build up a ‘landscape’ of information, listing primary, secondary, and
tertiary sources and will enable the creation of personalized reference sheets for use as a
starting point in any information search.

Component 5: Information Validation
This component covers the following elements:

e Sourcing tools — WHOIS, Traceroute, Ping
e Media and Content Analysis — Assessing Media Outlets and News Providers

Internet information is not of a uniform quality. Typically it will not have been validated or
will not have been subjected to a peer review process, and thus often will be regarded as
unreliable. This puts the onus of validation on the analyst. When using material from
internet sources it is important to understand the provenance of those sources in order to
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be able to judge their reliability. In demonstrating Internet services such as WHOIS and
tools like Traceroute and Ping, Component 5 will provide participants with a few simple
methods to establish important details that can inform their assessment of the validity of
those sources.

Media and content analysis also plays a significant role in information collection and
analysis. However, the sheer number of news providers available complicates the process
of identifying what is really valuable and what is repetition or of little value. In Component
5 we examine the major providers of news, content aggregators, and search engines
optimized for news handling. This will also include finding news about a current item from
multiple sources, comparing the content, and assessing which sources are content
originators and which are republishing material. In addition, different types of news
provision (wire agencies, newspapers, TV, and radio) will be compared and their relative
merits assessed. Available tools such as alerting systems are also addressed in Component 5
and participants will be shown how to make the most of these services.

By the end of Component 5, participants will have learned how to use several simple tools
to establish the veracity of the information they are intending to use, which will allow them
to better assess that information and decide if it is sufficiently reliable to put forward in
reports they produce. It will enable them to give their customers a more nuanced
understanding of the subject, which will improve the ability of the customer to make
decisions based on the open source research they are presented with.

Component 5 will also teach the participants how to keep themselves updated on subjects
that are of interest to them and their customers, using alerting services

Component 6: Information Analysis and Assessment
This component covers the following elements:

e CognitiveBias-WD22 R ! yIfeaAraQ: tNRofSYa 27
e Assessing Sources — Reliability Vectors

In Component 6, participants will learn how to apply certain techniques and criteria to judge
the reliability and validity of information and will be taught methods to effectively analyze
this information. This will demonstrate the importance of revisiting the core information
guestion and understanding the particular relevance of the information they have collected
to the question.

Participants will be briefed on the role of perspective and cognitive dissonance in the
analysis phase of the intelligence cycle. They will examine how responses to this differ when
analyzing information gathered compared to assessing it in the question analysis and data
collection phase. Further to this, there will be a discussion on the need to be aware of what
is expected of analysts in producing ‘good’ analysis and how this can affect their use of the
information they obtain.

Component 6 will also include a briefing on establishing reliability vectors based on the
quality of the source and the significance of the information it provides. This will give
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participants a simple system for assessing the relevancy and reliability of source material
they find in their research and to decide how much importance should be placed on that
material.

By the end of Component 6, participants will have an understanding of different
methodologies for carrying out effective analysis. By understanding these methodologies,
participants will appreciate how personal and institutional perspectives can distort the
analytical findings and products. Understanding cognitive dissonance and having an
approach to mitigating it will enable analysts to enhance their ultimate intelligence product.

Component 7: Alternative analyses
This component covers the following elements:
e Vetting intelligence analysis — Analysis Methodologies
In Component 7, participants will be introduced to a range of techniques for vetting

research findings to improve the overall accuracy and relevancy of intelligence analysis,
including:

Multiple advocacy
Competing hypotheses
Devil’s Advocacy

Red Teaming

Alternative futures analysis

Component 7 will include a briefing on the key elements of each of these techniques, as well
as an assessment of the criteria that enable the effective use of these intelligence vetting
tools, such as appropriate direction and tasking from the customer, staffing and support.
This will provide participants with a thorough understanding of the relative merits of each
tool for vetting and adding nuance and fidelity to intelligence research and analysis findings.

By the end of Component 7, participants will have a solid grounding of the different
methodologies for carrying out effective review of intelligence research and analysis
findings. By understanding these techniques, participants will be able to appreciate how a
formalised and detailed review process can ensure that their intelligence analysis and
products are as accurate and relevant to the ultimate user as possible.
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EXERCISES AND COURSE MAATERIALS

Exercises are a key element of the IHS Jane’s / RIS course and will be designed to provide
practical applications of key theories, themes and concepts that are taught in each of the
training modules. Three types of exercises are particularly relevant:

Type of Exercise Description

Individual Exercises Exercises done by each participant on an
individual basis
Group Exercises Exercises done by groups of participants in which

the teacher composes the groups and each
group gets a clear assignment

Classroom / Extended Group Exercises Exercises done by the entire group in
conjunction with the teacher, specifically aimed
at getting lessons learned that can only be
acquired in a large group

In addition, several types of course material will be provided to course participants in
multiple formats before, during and after the training courses:

Course Overview Materialstwo weeks in advance of the training course, the IHS Jane’s /
RIS team will provide overview materials, to include:

Detailed course agenda

Course Descriptions, including objectives and techniques

Module Descriptions

Biographies of instructors

Other appendices and logistical information, including detailed information
on accommodation near the venue, transportation to and from the venue,
further information about restaurants in the local area, as well as details of
the course reception to be held on the Monday 8 February.

o Evaluation forms

o OO0 oo

Course Training Presentationgvhile the IHS Jane’s / RIS team will not deliver the course
briefings in advance of the training, we will provide the briefings to participants during and
after the execution of the course. The briefings will be provided during the course on a
password protected website created especially for the course. The website will be hosted by
RIS and will only be accessible by participants in the course. The website will not be
retrievable through an internet search engine.

In addition, all material will be made available to the participants by means of a USB
memory stick, which will be distributed at the outset of the course.
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PRICING

The IHS Jane’s / RIS Open Source Intelligence Methods and Techniques course price
structure is as follows:

Offering _ Private Sector Cost Government Cost
Week-Long Course (5-days) £1,875 / person £1,565 / person
Thematic Courses TBD TBD

In addition to the per-person pricing listed above, IHS Jane’s / RIS will also offer a group rate
discount. Costing includes all relevant course materials, handouts, and copies of the
presentations provided on a CD-ROM or USB memory stick at the end of the course.
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SPECIALIZED OSINT COURSES

In addition to the four day OSINT methods and techniques course outlined above, IHS Jane’s
/ RIS also provides specialized open source research training, which is tailored to cover
specific subjects according to the training needs of the client. These specialized courses
teach participants the same skills as the general course, but are designed to cover sources
that relate to particular regional or thematic subjects. Modules provide background
briefings on the most important issues relating to those regions or themes, as well as
explanation of particular factors to consider when searching for information or analyzing
sources on those specialized areas.

Regionally-Focused Courses Domain / Thematic-Focused Courses |

Middle East & North Africa Islamist Extremism and Radicalization

Afghanistan & Pakistan Energy Security

Central Asia and the Caucasus Environmental Security and Resource
Competition

Russia Terrorism and Political Violence

India and South Asia Cultural Intelligence Training

China and East Asia Scenario Building and Alternative Futures
Analysis

West and Sub-Saharan Africa Red Teaming, Advocacy Methodologies

Latin America Imagery Analysis
Business and Competitive Intelligence
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COURSE DESIGNERS AND INSTRUCTORS

Below are brief bio paragraphs for the five core OSINT Training team members. These five
core team members represent one level of IHS Jane’s OSINT Training offering capability and
are augmented and assisted by a deep reservoir of subject matter and OSINT experts
resident in the Jane’s Expert Network, IHS Jane’s, other IHS Insight Business, such as IHS
CERA, Lloyd’s Register Fairplay, and IHS Global Insight who assist in the development,
delivery and review of IHS Jane’s OSINT training courses. A more in-depth description of this
reach-back capability is included in a separate section below:

Mr. Tim Pippard is a Consultant with Jane’s Strategic Advisory Services (JSAS). Prior to

coming to JSAS in January 2009, Tim served as the Managing Editor of Wl Y S Q& ¢ S NNE NJA 3
Insurgency Centre (JTIC), an online terrorism and global threat assessment centre, from

December 2006 through June of 2008. Mr. Pippard has also served as the Coordinating

Editor of WF Y S Q& 2 2 NI R L Yy & dZMBbugly K SexpekiefidRs orf KStNRRE NA & Y @
editorial and consultancy teams and as both a designer and practitioner of OSINT
methodologies, Mr. Pippard has developed a nuanced understanding of Open Source

Intelligence research and analysis methods and techniques. He is a core member of the IHS

Jane’s / RIS OSINT Training team, including serving as the lead trainer of a recently

completed OSINT and the Middle East / North Africa Region training course. In addition, Mr.

Pippard is a sitting member of the U.S. National Counter-Terrorism Centre’s (NCTC)

Worldwide Incident Tracking Service that is focused on developing enhanced methodologies

for tracking terrorist activity and incidents.

Tim earned a Bachelors of Arts in Comparative American Studies from the University of
Warwick in 2002 and a Masters of Arts in International Peace and Security from Kings
College in London in 2003. Tim is a citizen of the United Kingdom and a native English-
speaker.

Arno H.P. Reuser is a professional librarian / information professional with more than 30
years experience in information handling and -processing. Arno founded the Open Source
Intelligence Unit of the Dutch Defence Intelligence & Security Service about 15 years ago
and still heads it today. Arno holds a bachelor degree in librarianship and has completed
many courses in digital information management, Internet search strategies, update
workshops etc. Arno learned the technical requirements of today's digital world by learning
how to write software, program scripts to automate tasks, building websites, getting the
most out of the Internet by studying network theory, all in support of OSINT information
management.

In addition to his work with the Dutch Defence and Intelligence Service, the Service has
granted Arno permission to establish Reuser’s Information Services in 2008 in conjunction
with his current position as head of OSINT. RIS’ primary goal is to teach Open Source
Intelligence and provide consultancy for government and private sector institutions
worldwide. RIS has a close and continuing partnership with IHS Jane’s to provide open
source intelligence training primarily to government organisations.
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Arno has an extensive history of teaching OSINT, and OSINT training has been a core focus
of his professional activities for decades. Today, he teaches OSINT, search strategies,
information handling and security to a wide range of audiences. Arno travels regularly to the
United States, Switzerland, Austria, and United Kingdom to teach to a wide range of
multilingual, multicultural audiences and is thus used to communicating with people from
different backgrounds and possessing different language skills.

Arno is a recognised expert on OSINT and speaks regularly at international conferences and
workshops on the organization and maintenance of Open Source Intelligence Services, at
home and abroad, for a diverse audience such as international organisations, government
institutes, intelligence, military, and information professionals, including:

e First DNI Open Source Conference of the US Director of National Intelligence on a
new model of Open Source Intelligence
(https://www.dniopensource2007.com/sessions.cfm), 2007.

e Keynote speech on Information Visualisation, Open Source Intelligence and Web
Mining 08 London.

e Presentations, speech and workshops on behalf of The OSINT Budapest Club, three
times per year, Bucharest, Budapest, Rome.

e Workshop OSINT for teachers and instructors of the Royal Dutch Military Academy in
Breda, The Netherlands.

e Speaker, workshop leader at the International Open Source Working Group, yearly.

o Keynote speech on Information Visualisation, Open Source Intelligence and Web
Mining 09 Barcelona for mathematicians, physicists and the like.

e Keynote address at the Counter Terrorism Lab at the University of South Denmark, in
Denmark, October 2009

e Invited speaker at Working Groups of Information Professionals in The Netherlands,
October 2009.

e Speaker on Internet Security at Annual Intelligence and Security Conference NL.
Yearly.

e Teacher for Open Source Intelligence at the Dutch Defence Intelligence and Security
Institute, The Netherlands, 5 times per year.

e Teacher for a one week Open Source Intelligence course for the EU Consilium,
repeated six times for a different class of participants.

e Speaker and workshop leader at the Dutch Police Academy Yearly Conference on
OSINT and Web 2.0, 2009

e Teacher at the Pilot Course Open Source Intelligence, three courses, European
Defence Agency, Brussels Belgium, 2008.

e Speaker and teacher at the PKI Information and Intelligence Cooperation in
Multifunctional International Operations , Folke Bernadotte Academy, Sweden,
20009.

e Teacher at the Open Source Intelligence Methods & Techniques course (two weeks),
three courses, European Defence Agency, Brussels Belgium, 2009. This course was
taught in conjunction with IHS Jane’s.

e Teacher at a one-day refresher Internet Search Strategy course, Europol, The Hague.
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Arno was awarded a Golden Candle Award in 2003 and a Lifetime Award in 2004. He writes
book chapters on OSINT and its role in Intelligence, and journal articles, like 'When InterNET
is InterNOT', published Jan/Feb 2008 Online Magazine. Arno is fluent in English and Dutch
and speaks fair German as well

Mr. Tate Nurkin is the Director of Jane’s Strategic Advisory Services’ (JSAS) Security and
Intelligence Practice. In this role, Mr. Nurkin is responsible for managing all of JSAS’ support
to defence and intelligence community clients and is also responsible for the development
and refinement of the capabilities to support these clients, including the IHS Jane’s / RIS
Open Source Intelligence Training practice. Prior to coming to IHS Jane’s in March of 2006,
Mr. Nurkin worked for Joint Management Services, a private consulting firm in Atlanta, GA;
the Strategic Assessment Centre of Science Applications International Corporation (SAIC);
and the Modelling, Simulation, Wargaming and Analysis division of Booz Allen Hamilton’s
Defence Natural Team.

Much of Mr. Nurkin’s career has been focused on alternative futures analysis and scenario
building, Red Teaming, Wargaming and developing and implementing “Devil’s Advocacy”
and related methodologies. Mr. Nurkin has designed training courses focused on scenario
building, futures analysis, wargaming, multiple advocacy, Devil’s Advocacy, and Red
Teaming. Mr. Nurkin currently serves on the steering committee for the IHS Global
Scenarios project, which is designed to integrate scenario development efforts of the best-
in-brand [HS insight companies—IHS Jane’s (defence and national security), IHS Global
Insight (economics), and IHS CERA (energy)—to provide comprehensive scenarios for future
security, economic and energy environments out to 2030.

Mr. Nurkin holds a Bachelors of Arts from Duke University where he was a Dean’s List
graduate. He also earned a Master’s of Science in International Affairs from the Sam Nunn
School of International Affairs at the Georgia Institute of Technology, where he was voted
Most Outstanding Graduate Student.

Mr. Terry Pattar Mr. Pattar is an Associate with JSAS, specializing in Project Management,
open source collection and analysis techniques, emerging security and military threats, and
jihadist radicalisation and recruitment.

In this role, Mr. Pattar has a range of projects focused on defence and security issues for
European and Asian defence communities. His primary two responsibilities are managing
IHS Jane’s monitoring and analysis of Islamic extremist websites and managing the delivery
of IHS Jane’s on-going OSINT training courses. Since May of 2006, IHS Jane’s has provided
monthly analysis of over 400 English, Arabic and Pushto-language Islamic extremist
websites, blogs and forums in support of a government client. Since his arrival at IHS Jane’s,
Mr. Pattar has lead a team of five analysts examining these sites for changes in content,
adjustments in evolving sentiment toward specific states and individual leaders, and
assessing the radicalisation and recruitment tactics of the webmasters and website
operators.

In addition, Mr. Pattar has also played a central role as both a project manager and an
instructor in the development and execution of IHS Jane’s Open Source Intelligence Training

15|Page



practice. Mr. Pattar has managed Open Source Intelligence Training projects focused on
Methods and Techniques and OSINT and the Middle East / North Africa region, including
designing and delivering course content.

Prior to joining Jane's, Mr. Pattar spent six years working as senior analyst for the United
Kingdom’s Ministry of Defence, where he focused on different varieties of Islamist extremist
terrorism, including Al-Qaeda in the Middle East, South Asia and Europe, North African
extremists, as well as politically-motivated groups such as Hamas and Hizbullah. Mr. Pattar
is based in Jane’s London office.

Terry received his BA in Arabic Studies from the University of Exeter, as part of which he
spent a year studying Arabic at the University of Alexandria, Egypt. Terry attained his MA in
Near and Middle Eastern Studies from the University of London, School of Oriental and
African Studies. For his MA, he majored in the politics, history and religion of Central Asia

Mr. Pattar is fluent in English and Arabic.

Mr. Nico Prucha: Mr. Prucha is a subject matter expert on on-line jihadist movements and
ideologies; using blogs and social networking tools for intelligence collection; navigating and
assessing forums and the “Deep Web”; key word analysis; sentiment analysis; and assessing
and on-line recruitment and radicalization patterns. He has served as a retained expert on
jihadist web analysis and OSINT methods and techniques since November of 2007. He is a
core member of the IHS Jane’s team that monitors and assesses activity on over 350 English
and Arabic language jihadist websites.

Mr. Prucha has been examining radical on-line activity since 2002 and has established and
maintains a database of Arabic jihadist literature and videos and identified and categorized
doctrinal keywords. Through his research, Mr. Prucha has developed a deep expertise on
web-research and analysis, primarily on how to navigate and use forums, blogs, social
networking tools, and other dynamic and interactive web resources in support of on-going
open source research and analysis.

Nico has been a core part of the IHS Jane’s OSINT training team since August of 2009 and
was an instructor for recently completed modules on blogs and social networking tools and
the use of Twitter as an open source collection tool. He will also provide instruction on these
modules for a course scheduled to be given in early December 2009.

Mr. Prucha holds a Masters of Philosophy from the Institute of Oriental Studies at the

University of Vienna. He is fluent in German, English and Arabic and also speaks
conversational French.
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IHS JANE’S OSINT TRAINING REACH-BACK CAPABILITY

In addition to the core trainers referenced above, the IHS Jane’s OSINT training offering also
features the ability to reach-back to a deep and broad group of subject matter experts
OSINT methods and techniques resident in IHS Jane’s, other IHS Insight Businesses, and the
Jane’s Expert Network.

These individuals include military and security intelligence professionals with deep expertise
in developing and utilising OSINT, all of whom can and will support the design, delivery,
review and refinement of the IHS Jane’s / RIS OSINT training programme.
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